TAI LIEU TUYEN TRUYEN VE LUAT AN NINH MANG

1. Sv cgm thiét phai ban hanh Luat An ninh mang

khoa hoc cong nghé, khong
khong
kKinh

nhu
lvong tir, dién toan dam may, hé théng dir liéu I6n, hé thong di
id lam khong gian mang thay do6i sau sac ca vé chat va lugng, duc
Ing lal nhirng lo1 ich chwa tng c¢6 cho xa hoi loal nguwol nhwng
lién nhirng nguy co tiém an vo cung I6n. Nhiéu quéc gia da nhan
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nhirng
thanh
chinh
nhv Mv. Anh
nham
co de doa dén an ninh qudc gia tv khéng gian mang; thanh lap cac lvc lwong
chuyén trach vé an ninh mang, tinh bao mang, chién tranh mang, phong chéng
khang bé mang va tdi pham mang. Chi trong vong 06 nam tr¢ lai day, da cé 23
Quac eia trén thé 21Gi ban hanh trén 40 van ban luat vé an ninh mane.
rng
|6n dav nhanh aud trinh
kinh
nhan dan, gitr virng
ninh, qudc phong. Tuy nhién, van con nhirng ton tai, han ché vé an ninh
khac phuc nhuw
khai thac duwoc sirc manh tong hop
khong gian mang. (2) Khong gian mang va mot so loai hinh
rng dung cong ngne thong tin aang DI cac the lwc thu aich, phan a
dé thuc hién am muu tién hanh “cach mang mau”, “cach mang du
ohd”, Y lien bién hoa binh” nhdm x6a bd ché do chinh tri & nuéc ta. Tinh i
thong tin sai su that, lam nhuc, vu khéng td chirc, ca nhan tran lan
khong gian mang nhwng chwa cé bién phap quan Iy hitu hiéu, dan tdi nhiéu
qua dang tiéc vé nhan mang, tinh than, tham chi anh huwdng té¢i chu quyén
ich. an ninh au6c gia, trat tw an toan xa hdi. (3) Ngay cang xuat hién nhiéu (
tinh
ninh
Khiing bd mang nbi 1én nhu
ninh
kinh té, anh
tvong, van hda, xa héi. (4) Hé thong thdng tin quan trong vé an ninh
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qudc gia chua dwoc xac dinh va bdo vé bang cac bién phap twong xténo. Do
chuva xac divh ndi ham suw ¢d an ninh mang nén khi xay ra cac sv ¢d nguy hal
anh huwdng téi cha quyén, loi ich, an ninh qudc gia, trat tv an toan xa hoi, viéc
trién khai hoat déng trng phd, x& ly, khac phuc hau qua cla co quan chirc nang
c6 lién quan rat ling tung, chua cé quy trinh thong nhat, co quan co trach nhiém
bdo vé an ninh mang chua thé chi dong trien khai cac bién phap, phwong an
phu hop. (5) Tinh hinh 16J lot bi mat nha nwéc qua khéng gian mang rat dang lo
ngai, nhiéu van ban thudc bi mat nha nwéc bi dang tai trén khong gian mang.
M6t trong nhitng nguyén nhan quan trong dan t&i tinh trang trén 1a do nhan
thirc cua cac co quan, doanh nghiép va ca nhan vé bao vé bi mat nha nwéc trén
khéng gian mang con han ché, y thirc trach nhiém cua nhiéu can bd, nhan vién
trong bdo mat thong tin trén khdéng gian mang con chuwa cao, ché tai xtr phat
chuwa du ran de. (6) Su phu thudc vao thiét bi cdong nghé théng tin ¢ nguon goc
tr nwoc ngoai. Khoéng gian mang dang tng dung sau rong vao moi Iinh vuc cua
doi sébng xa hoi, tuy nhién, sw phu thudc vao trang thiét bi cong nghé thong tin
xuat xt tr nwdc ngoai la mdi de doa tiém tang ddi véi an ninh mang néu xay ra
xung doét. Be tranh bi tin tac tan cong, thu thap théng tin, hoat dong tinh bao,
mot s6 san pham, dich vu mang can dap ng cac tiéu chuan, quy chuan nhat
dinh, nhat la khi cac sadn pham, dich vu nay duoc st dung trong hé thong thong
tin quan trong va an ninh quoc gia, dia diém co yéu, bdo mat, chtta dung bi mat
nha nwdc. (7) Hé thdng van ban quy pham phap luat vé an ninh mang chua
dwoc xay duwng, cac van ban hién hanh chwa dap *rng dwoc yéu cau phong ngua,
dau tranh, x&r ly cac hanh vi str dung khong gian mang vi pham phap luat.

Thuc trang trén da dat dat nuwoc ta tredec nhirng nguy co:

MOt 1a, sw phat trién cda mang xa hdi goép phan quan trong phat trién kinh
té - xa hoi, song ciing tao moéi trwong thuan lgi cho cac hoat dong tac dong,
chuyén héa chinh tri, khing bé.

Hai |3, suv phat trién cla tri tué nhan tao da va dang tao ra nhirng thanh twu
khoa hoc cdong nghé vuot trdi, dong vai tro ngay cang quan trong trong nhiéu
linh vuc cua doi sang xa hoi nhwng cling duoc dw bao sé gay nén “tham hoa”
néu khong duwoc kiém soat chat ché.

Ba la, cac thiét bi két ndi internet ngay cang phd bién khéong chi mang lai
nhitng loi ich to 16n cho cudc sdng con nguoi, phat trien kinh té - xa hoi, bao
dam qudc phong - an ninh ma con cé thé bi st dung dé ti€n hanh cac cudc tan
cong mang quy mo Ion.

Bon la, cac cudc tdn cébng mang cé chu dich (Advanced Peristent Threat
- APT) khéng chi c6 thé pha hoai cac muc tiéu, cbng trinh quan trong vé an
ninh qudc gia ma con chiém doat thong tin, tai liéu bi mat, chiém doat dé su
dung cac hé thong dir liéu Ion, dir liéu nhanh phuc vu cac y dé chinh tri va hoat
dong pham tol.
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Thuc trang, nguy co trén da dat ra yéu cau burc thiét phai xay dung va ban
hanh van ban luat vé an ninh mang dé phong ngtra, dau tranh, xt Iy cac hanh vi
st dung khéng gian mang xam pham an ninh quéc gia, trat tw an toan xa hoi,
quyén va loi ich hop phap cua té chirc, ca nhan.

2. Muc dich xay dung Luat An ninh mang

- Hoan thién co s& phap ly on dinh vé an ninh mang theo huéng ap dung
cac quy dinh phap luat méticach déng bd, kha thi trong thuwc tién thi hanh.

- Phat huy cac ngudn luc cla dat nuéc dé bdo dam an ninh mang, phat
trién ITnh vuc an ninh mang dap &ng yéu cau phat trién kinh t€ - xa hoi, quoc
phong, an ninh, gop phan nang cao chat lwong cudc song cua nhan dan va bao
dam quéc phong, an ninh.

- Bao vé chu quyén, loi ich, an ninh qudc gia, quyén va loi ich hop phap
cua td chtrc, ca nhan tham gia hoat dong trén khong gian mang, xay dung moi
trvong khong gian mang lanh manh.

- Trién khai céng tac an ninh mang trén pham vi toan quéc, day manh cong
tdc gidm sat, dv bao, trng pho va dién tap tng pho sw ¢ an ninh mang, bao vé
hé théng thong tin quan trong vé an ninh quéc gia; dam bao hiéu qua cbng tac
quan ly nha nuwoc trong lIinh vuc nay.

- Nang cao nang luc tw chu vé an ninh mang, hoan thién chinh sach nghién
clru, phat trién chién lwoc, chia sé thong tin vé an ninh mang.

- M@ rong hop tac quoc té vé an ninh mang trén co s& ton trong doc lap,
chi quyén, binh dang, cung c6 loi, pht hop véi phap luat trong nudc va diéu
rec quoc té ma nwdc ta tham gia ky két.

3. NOi dung co ban cua Luat An ninh mang

Luat An ninh mang géom 07 chuong, 43 diéu, quy dinh nhitng ndi dung co
ban vé bao vé an ninh mang ddi voi hé thong thong tin quan trong vé an ninh quéc
gia- phong ngtra, X ly hanh vi xam pham an ninh mang; trién khai hoat déng bao
vé an ninh mang va quy dinh trach nhiém cla co quan, td chirc, ca nhan.

Bao vé an ninh mang déi v&i hé thong théng tin quan trong vé an ninh
quoc gia la moét trong nhitng ndi dung dac biét quan trong cua Luat An ninh
mang. Quy dinh day du cac bién phap, hoat ddng bao vé twong xing véi muc
dd quan trong cua hé thong thong tin nay, trong dé néu ra tiéu chi xac dinh, Inh
vuc lién quan, quy dinh cac bién phap nhuv tham dinh an ninh mang, danh gié
diéu kién, kiém tra, giam sat an ninh va img pho, khac phuc sw c6 an ninh mang
doi voi hé thong théng tin quan trong vé an ninh quoc gia.

Pe bdo vé t6i da quyén va loi ich hop phap cla td6 chirc, ca nhan, Luat

An ninh mang da danh 01 chuwong (Chuong 1) quy dinh day du cac bién phap
phong nglra, dau tranh, x& Iy nham loai bo cac nguy co de doa, phat hién va xu
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ly hanh vi vi pham phap luat, bao gdbm: phong ngira, Xt ly théng tin trén khong’
gian mang cO0 ndi dung tuyén, truyén chong Nha nué¢c Cong hoa xa hodi chu
nghia Viét Nam; kich ddng gay bao loan, pha rdi an ninh, gay roi trat tw cong

nha
khong gian mang; phong ngua, xtr ly hanh vi stv dung khong
phuong
khung
tinh
tranh
Kinh doanh hay hoat dong trén khong

Chuong IV cla Luat An ninh mang tap trung quy dinh vé trién khai
dong bao vé an ninh mang moét cach dong b, théng nhat tr Trung vong tc
phuwong, trong tam la cac co quan nha nuéc va td chic chinh tri, quy dii

ninh

khong
nhitng doi tuong
dinh

doanh nghiép va t6 chirc, ca nhan, viéc st dung thdng tin dé vu khong,
lvc, xam pham danh duw, nhan pham, uy tin cla nguoi khac sé dwoc xi ly
n minh. Cac hoat dong nghién ctru, phat trién an ninh mang, phat trién
Lghé, san pham, dich vu, (’ng dung nham bao vé an ninh mane, nang cao
wc tw chu vé an ninh mang va bao vé tré em trén khong gian mang cling
iuy dinh chi tiét trong Chuong nay.

Hién nay, dir liéu cua nuwdc ta trén khéng gian mang da va dang bi str dung
tran lan v&i muc dich lgi nhuan ma Nha nuwéc chwa cd di hanh lang phap ly dé
quan ly, tham chi la bi st dung vao cac am muu chinh tri hoac vi pham phap
luat. Be quan ly chat ché, bao vé nghiém ngat dit liéu cua nwédc ta tréen khong
gian mang, Luat An ninh mang da quy dinh doanh nghiép trong va ngoai nuwéc
cung cap dich vu trén mang vién théng, mang internet va cac dich vu gia tri gia
tang trén khong gian mang tai Viét Nam co hoat dong thu thap, khai thac, phan
tich xu ly dir liéu vé thong tin ca nhan, dir liéu vé moéi quan hé cua nguoi s
dung dich vu, dir lieu do nguoi st dung dich vu tai Viét Nam tao ra phai lwu trir
dd liéu nay tai Viét Nam trong thoi gian theo quy dinh cua Chinh phu.

Nguon nhan lwc bado vé an ninh mang la mét trong nhitng yéu td quyét
dinh sv thanh bai cua cong tac bao vé an ninh mang. Chuong V Luat An ninh
mang da quy dinh day du cac noi dung bao dadm trién khai hoat dong bao vé an
ninh mang, xac dinh luc lwvong chuyén trach bao vé an ninh mang, wu tién dao
tao nguén nhan lwc an ninh mang chat lvgng cao, chd trong giao duc, boi
dudng, pho bién kién thirc v& an ninh mang.
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Tiach nhiem cua co quan, to chuwc, ca nhan cling duoc quy dinh ro trong
Luat An ninh mang, tap trung vao trach nhiém cua luc lwvong chuyén trach bao
vé an ninh mang duoc b tri tai BO Cong an, BO Qudc phong. Theo chirc nang
nhiém vu duoc giao, cac bd, nganh chirc nang, Uy ban nhan dan cap tinh cé
tiach nluem thuc hién dong bd cac bién phap dugc phan cong dé huéno toi
mot khdng gian mang it nguy co, han ché tdi da cac hanh vi vi pham phap luat
trén khong gian mang.

Mac du duoc chuan bi ky ludng, dwoc da sd Pai bieu Quoc hodi tan thanh,
nhung do day la dao luat c6 quy dinh vé phong ngira, dau tranh, xt ly truc tiép
cac hoat dong xam pham an ninh quéc gia trén khong gian mang nén van con co
nhitng y kién ban khoan vé ndi dung Luat. Mot s6 dbi twong chdng dbéi da cé
hoat dong tuyén truyén, xuyén tac v&i nhitng luan diéu nhw “chong lai loai
nguoi”, “bit miéng dan chu”, “dan ap bat dong chinh kién”, “tao rao can Kinh
doanh”, “tang chi phi cho doanh nghiép”, “thém giay phép con”, “lam quyén”,
“cam s dung Facebook, Google”. Bay la nhirtng thdong tin hoan toan bia dat,
Xuyén tac, voi muc dich can tro hoac gay tam ly hoang mang, nghi ngo trong
quan chdng nhan dan déi voir chu trwong cua Pang, chinh sach, phap luat cua
Nha nwdc vé an ninh mang. Luat An ninh mang khéng cé nhirng quy dinh néu
trén, khoéng tao rao can, khéng tang thu tuc hanh chinh, khdng cap giay phép con
va khéng cén tré hoat dong binh thuwdng, ding luat clia cac to chirc, ca nhan.

4. Y nghfa, tac dung clia Luat An ninh mang
Luat An ninh mang dugc thong qua co y nghta, tac dung sau day:

Tht nhat, 1a co s& phap ly quan trong dé bdo vé an ninh quoc gia; xi ly
dodi voi cac hanh vi vi pham phap luat, nhv: (*) Chdéng Nha nuwéc Cong hoa xa
hoi chi nghia Viét Nam, bao gébm st dung khoéng gian mang td chitrc, hoat
dong, cau két, xui giuc, mua chudc, Ira gat, 161 kéo, dao tao, huan luyén nguoi
chong Nha nwdc Cong hoa xa hdi chu nghta Viét Nam, vi du nhu thdng tin kich
dong 161 kéo tu tap déng nguoi, gay roi an ninh trat tw, chéng nguoi thi hanh
cong vu, can trd hoat dong cla co quan, td chirc, gady mat on dinh vé an ninh
trat tu... (*) Cac hanh vi xuyén tac lich str, pht nhan thanh twu cach mang, pha
hoai khoi dai doan két toan dan tdc, xic pham ton giao, phan biét doéi xu vé
gidi, phan biét ching tdc; (*) Cac hanh vi phat tan thdng tin gay hai cho to
chirc, ca nhan, gobm: théng tin sai s that gady hoang mang trong nhan dan, gay
thiét hai cho hoat dong kinh té - xa hdi, gay kho khan cho hoat dong cua co
quan nha nuwéc hoac nguoi thi hanh céng vu, xam pham quyén va loi ich hop
phap cla co quan, t6 chirc, ca nhan khac; (*) Cac hanh vi xam pham trat tv an
toan xa hoi nhuv st dung khdong gian mang dé hoat ddong mai dam, té nan xa hoi,
mua ban nguoi; dang tai théng tin dam 6, doi truy, toi ac; pha hoai thuan phong,
my tuc cua dan tdc, dao dirc xa hoi, strc khoe cong dong, xui giuc, 10i kéo, kich
dong nguot khac pham to1. (Nhitng hanh vi nay da duwoc quy dinh rai rac, cu thé



6 *

trong 29 Diéu cua BO luat Hinh sw nam 2015, stra doi nam 2017). (*) Cac hanh'
vi tan cdng mang, gian diép mang, khang bd mang va lién quan nhu san xuat
dwa vao str dung cong cu, phuong tién, phan mém hoac cé hanh vi can trd gay
r0i loan hoat dong cla mang vién théng, mang internet, mang may tinh hé
thdng thong tin, hé thong x& ly va diéu khién thong tin, phuong tién dién ti...

Thi hai, nham bao vé& hé théng thong tin quan trong vé an ninh quéc gia.
Hé théng thdng tin quan trong vé an ninh quéc gia duvoc quy dinh trong Luat An
ninh mang la hé thong thong tin khi bi sw ¢, xam nhap, chiém quyén diéu
khién, lam sai Iéch, gian doan, ngung tré, té liét, tan cong hoac pha hoai s& xam
pham nghiém trong an ninh mang. Vi tiéu chi nhu trén, hé thdng thong tin
quan trong vé an ninh quodc gia duoc xac dinh trong cac Iinh vuc quan trong dac
biét déi voi qudc gia nhw quan sw, an ninh, ngoai giao, co yéu; trong Iihh vuc
dac thu nhu lwu trr, Xt ly thong tin thudc bi mat nha nwéc; phuc vu hoat dong
cla cac cong trinh quan trong lién quan té1 an ninh quéc gia, muc tiéu quan
trong vé an ninh quéc gia hoac nhirng hé thdng thdng tin quan trong trong cac
linh vuc ndng lwong, tai chinh, ngan hang, vien théng, giao théng van tai, tai
nguyén va moi truong, hoa chat, y té, van hoa, bao chi. Chinh pht sé quy dinh
cu thé nhitng hé thong thong tin nao trong cac Iihh vuc néu trén thudc Danh
muc hé thdng thong tin quan trong vé an ninh qudc gia.

Bao vé an ninh mang dbi vdi hé thong thdng tin quan trong vé an ninh
qubc gia duoc giao cho luc lwgng chuyén trach bao vé an ninh mang, truc tiép
la lvc lwong An ninh mang thudoc BO Cong an, luc lwgng Tac chien Khong gian
mang thudc B6 Qudc phong. Be bao dam phu hop voi hé thong phap luat trong
nwéc, Luat An ninh mang ciling giao Chinh phi quy dinh cu thé viéc phdi hop
gilta BO Cong an, B6 Qubc phong, B6 Thdng tin va Truyén thdng, Ban Co yéu
Chinh pht, cac bd, nganh chirc nang trong viéc tham dinh, danh gia, kiém tra,
giam sat, ('ng phod, khac phuc sw cd doi voi hé théng théng tin quan trong vé an
ninh quoc gia.

Thé ba, nham phong, chéng tdn cdng mang. Luit Am ninh mang l1a van ban
Luat dau tién quy dinh khai niém cua hoat dong “tan cong mang”. Theo dé “Tan
cong mang la hanh vi s dung khong gian mang, cong nghé thong tin hoac
phuong tién dién tlr dé pha hoai, gay gian doan hoat dong ctia mang vién thong,
mang internet, mang may tinh, hé thdng thong tin, hé théng x& ly va diéu khién
théng tin, co s& dir liéu, phwong tién dién tir”. Bong thoi, quy dinh cac nhom
hanh vi cu thé lién quan t¢i tdn cong mang tai Diéu 17, 18, 19, 20 va Diéu 21;
quy dinh cu thé cac nhém giai phap cu thé dé phong, chdng tdn cong mang, quy
dinh trach nhiém cu thé cla co quan chirc nang, chi quan hé théng thong tin.
Nhuw vay:

- Hé thong thong tin clia co quan, t6 chitc, ca nhan dwgc bao vé trwdc hoat
dong tan cong mang theo quy dinh cua Luat An ninh mang.
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- Cac hé thdong thong tin quan trong vé an ninh quoc gia dwoc bao vé tuwong
Xtrng v&i tam quan trong déi v&i an ninh quoc gia, trat tw an toan xa hoi.
nhan
hanh vi tan cong mang.

- Luat An ninh nx
nhiem
Quéc phong, Ban Co yéu Chinh phu trong phong, chéng
cong mang.

5. Binh huéng cbng tac tuyén truyén

nhat

An ninh
chinh

tri, khong bi 16i kéo, tham gia vao cac hoat dong tu tap dong nguoi, gay mat trat
tw an ninh, céng tac tuyén truyén can tap trung lam té6t mot sd viéc sau:

1- Trién khai nghiém tuc, bai ban cong tac tuyén truyén theo Ké hoach sb
207- KH/BTGTV/ ngay 16/6/2018 cua Ban Tuyén giao Trung wong vé "Cong
tdc tuyén truyén gop phan on dinh an ninh trat tv trong thoi gian
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nhirng
hanh va v nghia cua Luat An
ninh mang; dau tranh, p
cua Luat An ninh mang.

3- Tuyén truyén, vach tran cac am muu, hoat dong loi dung viéc ban hanh
Luat An ninh mang (va du thdo Luat Bon vi hanh chinh - kinh t€ dac biét) dé
kich ddng biéu tinh, bao loan chéng pha Bang, Nha nwéc ta cla cac thé luc thu
dich, t0 chirc phan dong, cac phan ttt co hoi chinh tri; qua d6 nang cao tinh than
canh giac, khong mac muu cac phan tir xau, khong bi kich dong, xGi giuc tham
gia vao cac hoat dong tu tap déng nguoi, tuan hanh hoac c6 hanh vi qua khich
gay mat an ninh trat tw, an toan xa hoi, vi pham phap luat.

4- Tang cuong bam sat co s&, nam bat tdm tw, nguyén vong, nhét la nhirng
van dé btrc xUc cla nhan dan dé chu dong, kip thoi x& Iy va tham muu cho cap
trén bién phap giai quyeét.

5- Pinh hwdng va quan ly tét théng tin trén bao chi, mang vién thon
mang xa hoi, bdo dam dua tin ding dinh hwéng, thong tin chinh xac, ding dan,
kip thdi dé nhan dan hiéu rd; xt ly nghiém cac td chirc, ca nhan c6 thong tin, binh
luan, phat ngén thiéu can ct, sai l1éch ndi dung Luat An ninh mang, kich déng, tu
tap déng nguoi, tuan hanh, gay rdi an ninh trat tw, bao loan va chéng pha bang,
Nha nwoc trén bao chi, mang x& hoi... >®Ihy

BAN TUYEN GIAO TRUNG UONG



